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ABSTRACT
Wireless Sensor Networks (WSN) is one of the hottest areas over the past
few years. The number of the potential applications, involving WSNs dictates
that they should be secure. In this paper we will show the major threats that
WSNs have to deal with. Additionally we will mention existing
countermeasures, further we will focus on intrusion detection. We combine
existing IDS approaches and show the steps to build an IDS for WSNs. we
discuss the general guidelines for applying IDS to static sensor networks,
and introduce a novel technique to optimally watch over the
communications of the sensors’ neighborhood on certain scenarios.

Keywords: Wireless Sensor Networks, Internet Security, IDS.
Intrusion Detection Issues in WSN
Even though there are many proposed IDSs for wired networks, WSN specific features make
conventional IDSs ineffective and inefficient for this new environment. Consequently,
researchers have been working recently on developing new IDSs for WSN or changing the
current IDSs to be applicable to WSN. There are new issues which should be taken into
account when a new IDS is being designed for WSN.
There are four aspects of a wireless sensor network that security must protect:
Confidentiality
Data Integrity
Service Availability
Energy
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The ﬁrst three are addressed by security systems in wired networks and non-energyconstrained wireless networks, but the fourth one is unique to the sensor network application.
Lack of Central Points in WSN does not have any entry points such as routers, gateways, etc.
These are typically present in wired networks and can be used to monitor all network tracks
that pass through them. A node of a WSN can see only a portion of a network: the packets it
sends or receives together with other packets within its radio range.
Wireless Links Wireless networks have more constrained bandwidth than wired networks
and link breakages are common. IDS agents need to communicate with other IDS agents to
obtain data or alerts and need to be aware of wireless links. Because heavy IDS track could
cause congestion and so limit normal track, IDS agents need to minimize their data transfers
Bandwidth limitations may cause in active IDS operation. For example, an IDS may not be
able to respond to an attack in real-time due to communication delay. Furthermore, IDS
agents may become disconnected due to link breakages. IDS must be capable of tolerating
lost messages whilst maintaining reasonable detection accuracy.
Proposed Intrusion Detection Systems in WSN
In this paper the proposed IDS’s on WSN are reviewed to find out how well they address the
IDS issues explained above. The following criteria are used in this survey:
Input Data Intrusion detection systems can use host audit data, network packets or statistics
of such data (e.g. statistics of updates in routing tables and the number of received packets in
the last 10 seconds).
Detection Method The most commonly proposed intrusion detection method in WSN to date
is specification-based detection. This can detect attacks against routing protocols with a low
rate of false positives. However, it cannot detect some kind of attacks, such as DoS attacks.
There are also some anomaly-based detection systems implemented in WSN. Unfortunately,
mobility of WSN increases the rate of false positives in these systems. There have been few
signature-based IDS’s developed for WSN and little research on signatures of attacks against
WSN. Updating attack signatures is an important problem for this approach.
Decision-Making Two different decision-making mechanisms are used in distributed and
cooperative IDS’s: collaborative decision-making, where each node can take active part in
the intrusion detection process, and independent decision-making, where particular nodes are
responsible for decision-making. Both decision-making mechanisms have pros and cons.
Collaborative-decision making systems are more reliable. If all nodes contribute to a
decision, a few malicious nodes cannot easily disrupt the decision-making. However, if any
node can trigger a full-force response, it can react the entire network and be vulnerable to a
DoS attack. A collaborative-decision making approach is also more resilient to benign failure
of nodes. On the other hand, failing or compromise of particular nodes in independent
decision-making systems can have drastic acts. However, these systems are less prone to
spoofed intrusion attacks than collaborative decision-making systems.
Response Mechanism The system can have a passive response or an active response to
detected intrusions. Reputation systems reviewed in are example methods used on WSN for
active responses.
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IDS testing this are the area of IDS testing and evaluating its effectiveness and efficiency.
IDS Security There can be attacks against IDS itself; this feature is the degree of IDS
security in opposition to these attacks.
Feature

Explanation

Input Data

Monitored data

Data
Gathering

From where data is gathered

Architecture

Structure and organization of
IDS agents

How to group distributed IDS
Agents
How to communicate with
Interoperability
IDS agents
Detection
Method
used to detect
Method
Intrusions
Decision
How to make decisions about
Making
Intrusions
Grouping

Response
Mechanism
IDS Security

Classification
Network packets, MIB data, host data,
statistic, etc.
Host-participatory or promiscuous
Listening
Standalone, distributed and
cooperative,
hierarchical
Clusters, zones, one-hop away nodes
Network packets or mobile agents
Anomaly-based, specification-based,
misuse-based
Local, collaborative or independent

Passive or active response (on
controlled
or on controlling system)
Single point of failure, attacks against
Vulnerabilities of IDS agents
mobile agents, DoS attacks, etc.
How to react to detected
intrusions

All these features above are summarized in Table: Survey Features
Intrusion Detection Using Multiple Sensors
IDS solution based on mobile agent technology which reduces network load by moving
computation to data. This is a significant feature for WSN which have lower bandwidth than
wired networks. A modular IDS structure is proposed that distributes the functional tasks by
using three mobile agent classes: monitoring, decision-making and action-taking. The
advantages of this structure are given as increased fault-tolerance, communication cost
reduction, improved performance of the entire network, and scalability.
A hierarchical and distributed IDS architecture is given which divides the network into
clusters. Cluster heads are chosen by vote, with each node voting for a node based on its
connectivity. Each node in the network is responsible for local detection using system and
user level data. Only cluster heads are responsible for detection using network level data and
for making decisions. However, depending on the hop attribute of the clusters, network
intrusion detection performance can change. For example, every node has direct connection
to at least one cluster head in a one-hop clustered network (nodes 1, 2, 5, and 8 are cluster
heads), so each packet in the network can be monitored as shown in Figure (a), while three
links in Figure (b) cannot be monitored by the cluster-heads in a two-hop clustered network
(nodes 1, 2, and 5 are cluster-heads). As the degree of monitoring increases the number of
cluster heads increases too. So, choosing the hop attribute of the clusters is a trade-off
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between security and efficiency. However, the nodes not in a cluster heads communication
range can move to the monitoring area of another cluster head due to mobility. Having a few
links that cannot be monitored by any cluster head is regarded as acceptable for highly
dynamic environments.

Figure:1 IDS Architecture
(a) One-hop Clustered Network (b) Two-hop Clustered Network Cluster nodes can respond
to the intrusions directly if they have strong evidence locally. If the evidence is insufficient
they leave decision-making to cluster heads by sending anomaly reports to them.
In this paper a scalable and bandwidth-efficient IDS is proposed by using mobile agents but
without giving any validation via simulation or implementation. On the other hand, there are
urgent security issues for mobile agents that are set to be investigated in their future research.
In addition, details of the anomaly-based detection method are not given, with research on
more robust and intelligent cooperative detection algorithms left as future research.
Future Research
WSN are a new type of distributed network whose properties are complex and illunderstood. Intrusion detection on these complex systems is still an immature research area.
There are far fewer proposed IDSs for WSN than for conventional networks. Researchers
can focus on either introducing new IDSs to handle WSN specific features or can adapt
existing systems. Hybrid approaches may also prove of significant use.
As stated earlier, intrusion detection in WSN poses special problems. Table shows each
proposed IDS reviewed in this chapter, identifying any novel contributions together with an
indication of notable issues they do not address. They usually emphasize just a few specific
WSN concerns. The range of WSN issues should be considered during design to ensure
effective and efficient intrusion detection suited to the environment at hand.
We make the following observations about the proposed IDSs:
The systems generally cover restricted sets of attacks.
The systems usually target a specific protocol.
Some proposed IDS systems do not take into account mobility of the network.
Inadequate acknowledgement is given to the resource constraints that many nodes
are likely to be subject to, and to the likelihood of nodes with different capabilities.
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Several network architectures proposed do not t well with the dynamic nature of
WSN.
A more extensive evaluation of many of the systems would seem appropriate.
The proposed systems seek to address the lack of central points issue on WSN by proposing
distributed and cooperative IDS architectures. Such architectures raise questions about
security, communication and management aspects. Suitability of the architecture to the
environment is an important consideration in designing IDS. Architecture should not
introduce new weaknesses/overheads to IDS. For instance, some of the proposed
architectures like cluster-based approaches are costly to build and maintain for high mobility
networks. Some have critical points of failure.
CONCLUSION
WSN are a new technology, increasingly used in many applications. These networks are
more vulnerable to attacks than wired networks. Since they have different characteristics,
conventional security techniques are not directly applicable to them. Researchers currently
focus on developing new prevention, detection and response mechanism for WSN.
We have given a survey of research on IDS for WSN. Many WSN IDSs have been proposed,
with different intrusion detection techniques, architectures, and response mechanisms. We
have focused on the contribution/novelty each brings and have identified the specific WSN
issues each does not address. Proposed systems generally emphasis on few WSN issues, it
have most of the problems of wired networks and many more besides. As a consequence
intrusion detection for WSN remains a complex and challenging topic for security
researchers.
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